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The following is from a presentation The following is from a presentation 
developed to support/explain a Data developed to support/explain a Data 

Forensics expert testimony.Forensics expert testimony.
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Hard Drive Data Storage BasicsHard Drive Data Storage Basics
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- Byte (8 bits)
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- Sector (512 bytes)

- Cluster (4 sectors
in this example)
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Hard Drive - as many 
clusters as drive geometry 
allows dependant on number 
of sectors in a cluster
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When you write a fileWhen you write a file……

Starting at the Starting at the ““Master Boot RecordMaster Boot Record””
–– Data is written to clusters around the hard disk Data is written to clusters around the hard disk 

into into ““unallocatedunallocated”” space.space.

Master BootMaster Boot
RecordRecord
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When you write a fileWhen you write a file……

Each time data is written to a clusterEach time data is written to a cluster……
–– The entire cluster is marked The entire cluster is marked ““allocatedallocated”” (occupied).(occupied).

UnallocatedUnallocated
SpaceSpace

Full ClusterFull Cluster
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When you write a fileWhen you write a file……

Each time data is written to a clusterEach time data is written to a cluster……
–– The entire cluster is marked The entire cluster is marked ““allocatedallocated”” (occupied).(occupied).
–– Even if only one byte of data is actually used.Even if only one byte of data is actually used.

UnallocatedUnallocated
SpaceSpace

Entire Cluster is markedEntire Cluster is marked
as as ““usedused”” even thougheven though

there is free spacethere is free spaceFull ClusterFull Cluster

““SlackSlack
SpaceSpace””

ActualActual
DataData
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Slack SpaceSlack Space

This cluster is comprised of four 512This cluster is comprised of four 512--byte sectors, byte sectors, 
occupied by a file of approximately 2.5 sectors occupied by a file of approximately 2.5 sectors 
(1280 bytes) in length.  (1280 bytes) in length.  

FileFile

332211 44

4 Sector Cluster4 Sector Cluster
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Slack SpaceSlack Space

This cluster is comprised of four 512This cluster is comprised of four 512--byte sectors, byte sectors, 
occupied by a file of approximately 2.5 sectors occupied by a file of approximately 2.5 sectors 
(1280 bytes) in length.  (1280 bytes) in length.  

The Remainder of Sector 3 and all of Sector 4 is The Remainder of Sector 3 and all of Sector 4 is 
““Slack Space.Slack Space.”” Similar to an audio tape recording.Similar to an audio tape recording.

Slack SpaceSlack SpaceFileFile

332211 44

4 Sector Cluster4 Sector Cluster



www.executivepresentations.com

When you delete filesWhen you delete files……

MultipleMultiple--step processstep process
Empty BinEmpty Bin

(no(no
files)files)
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When you delete filesWhen you delete files……

MultipleMultiple--step processstep process
–– Deleting moves files Deleting moves files 

to the recycle binto the recycle bin

Empty BinEmpty Bin Full BinFull Bin

(contains(contains
files)files)

(no(no
files)files)FILEFILE

DELETEDDELETED
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When you delete filesWhen you delete files……

MultipleMultiple--step processstep process
–– Deleting moves files Deleting moves files 

to the recycle binto the recycle bin

–– Recycle bin must be Recycle bin must be 
manually emptied, manually emptied, 
with a confirmation with a confirmation 
dialog, to actually dialog, to actually 
““deletedelete”” the filesthe files Delete Confirmation DialogDelete Confirmation Dialog

Empty BinEmpty Bin Full BinFull Bin

(contains(contains
files)files)FILEFILE

DELETEDDELETED
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But are the files REALLY gone?But are the files REALLY gone?

No No ——
–– But the files (data) are But the files (data) are 

now in now in ““unallocatedunallocated””
(unoccupied) clusters, (unoccupied) clusters, 
and are available to and are available to 
be written over.be written over.

–– Although the files Although the files 
disappear to most disappear to most 
users, the data users, the data 
remains, and is remains, and is 
recoverable. recoverable. 

Clusters markedClusters marked
““unallocatedunallocated”” by by 

file systemfile system
but data remainsbut data remains

MasterMaster
BootBoot

RecordRecord
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How do you completely delete files?How do you completely delete files?

Files are not fully deleted unless they are Files are not fully deleted unless they are 
overwritten or the disk is actually overwritten or the disk is actually ““wiped.wiped.””

Slack SpaceSlack Space
often includes portionsoften includes portions

of previous filesof previous files

Old File data Old File data 
Continues to existContinues to exist
until overwrittenuntil overwritten

332211 44

4 Sector Cluster4 Sector Cluster
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A disk contains 2 files, A disk contains 2 files, 
–– File 1 is 2 clustersFile 1 is 2 clusters

What is file fragmentation?What is file fragmentation?

File 1File 1

2 clusters2 clusters



www.executivepresentations.com

A disk contains 2 files, A disk contains 2 files, 
–– File 1 is 2 clustersFile 1 is 2 clusters
–– File 2 in 3 clustersFile 2 in 3 clusters

What is file fragmentation?What is file fragmentation?

File 1File 1

2 clusters2 clusters

File 2File 2

3 clusters3 clusters
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A disk contains 2 files, A disk contains 2 files, 
–– File 1 is 2 clustersFile 1 is 2 clusters
–– File 2 in 3 clustersFile 2 in 3 clusters

File 1, a 2File 1, a 2--cluster file, is deletedcluster file, is deleted

What is file fragmentation?What is file fragmentation?

2 clusters become available2 clusters become available

File 2File 2
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A disk contains 2 files, A disk contains 2 files, 
–– File 1 is 2 clustersFile 1 is 2 clusters
–– File 2 in 3 clustersFile 2 in 3 clusters

File 1, a 2File 1, a 2--cluster file, is Deletedcluster file, is Deleted

File 3, a File 3, a 55--clustercluster file, is Savedfile, is Saved
–– File 3 now exists in two file fragmentsFile 3 now exists in two file fragments

What is file fragmentation?What is file fragmentation?

File 3File 3 File 3File 3File 2File 2

2 clusters2 clusters 3 clusters3 clustersFRAGMENTATIONFRAGMENTATION
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Writing a file to a fragmented HDDWriting a file to a fragmented HDD

After use, fewer and fewer contiguous clusters After use, fewer and fewer contiguous clusters 
remain. Most new files are saved with remain. Most new files are saved with 
fragmentation, and disk fragmentation increases fragmentation, and disk fragmentation increases 
over time, while old file data remains in unallocated over time, while old file data remains in unallocated 
space.space.

MasterMaster
BootBoot

RecordRecordOld/ExistingOld/Existing
File DataFile Data

New files are rarely in New files are rarely in 
contiguous clusters as contiguous clusters as 

drive becomes drive becomes 
fragmented.fragmented.


